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A new method of biometric identification of a computer user is proposed based on the
Volterra model and eye tracking data in dynamics (eye tracking technology). The instrumental
computational and software tools for constructing a nonparametric nonlinear dynamic model
(Volterra model) of the human oculo-motor system have been developed on the basis of data
from experimental studies "input-output" using innovative eye tracking technology. The
obtained multidimensional transition functions are used to construct a biometric identification
system for individuals. Figs.: 10. Tabl.: 1. Refs.: 9 titles.
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Introduction. Based on the analysis of information security threats and
existing means of identification and authentication of information system
users, it can be argued that password protection is currently one of the most
common ways to protect information from unauthorized access in individual
computers and systems and networks worldwide. However, without the use of
other protection mechanisms, password protection, in itself, is not reliable,
because it cannot provide the required level of protection [1]. Various
electronic keys (tokens, cards, etc.) are also quite common as identifiers.
Recently, identification systems that use human biometric characteristics in
solving the problem of access to information systems are becoming more
common [2 —4].

The aim of the research is to increase the efficiency (reliability) of
information protection on the computer through the development of hardware
and software identification of human oculo-motor system (OMS) based on
nonlinear dynamic model and data of experimental input-output research using
innovative eye tracking technology. The Volterra model in the form of
multidimensional transition functions (MTF) is used for identification.

The object of research is the process of biometric identification of a
computer user on the basis of eye tracking data in dynamics - responses to
given test visual stimuli (the process of eye tracking).

The subject of research is software tools for constructing the Volterra
model — evaluation of multidimensional transient functions of OMS according
to the data eye tracking, determination based on transient functions of
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informative features and construction of defining rules of optimal
classification.

Volterra model and the method of the identification OMS. The "input-
output" ratio for a nonlinear dynamical system (NDS) with an unknown
structure (such as a "black box") with a single input and a single output can be
represented by a discrete Volterra series in the form [5]:
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where w[ki], walki, k2], wslki, ka, k3] are discrete weight functions (Volterra
kernels) of the 1st, 2nd and 3rd orders; x[m], y[m] are input (stimulus) and
output (response) function (signals) of the system, respectively; y,[m] is partial
components of the response (convolution of n-th order sequences w,[ky, ..., k]
and x[m]); m is a discrete time variable.

The Volterra series is replaced by a polynomial and is usually limited to
the first few terms of the series in practice. In this study we limited ourselves
to the first three terms of the series (we chose the degree of the Volterra
polynomial model N = 3).

The problem of identification is to choose test signals x[m] and develop an
algorithm that allows to identify partial components y,[m], (n=1,2,3) based on
the responses received y[m] and determine on their multidimensional Volterra
kernels: W1[k1], Wz[kl, kz], W3[k1, kz, k3]

Taking into account the specifics of the studied OMS, test step signals are
used for identification. If the test signal x[m] = 0[m], where 0[m] is the unit
function (Heaviside function), then the partial components of the response
vi[m], y2[m], ys[m] are the first order transition function and diagonal sections
of the second and third order transition functions, respectively:
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In this case, the responses of the Volterra model of the OMS are calculated
based on the expression:

in[m]:ai);l[m]+ai2f’2[m]+ai3f’3[m]a i:L_Na (3)

where $,[m]=h,[m], $,lm] = h,lm,m], $,[m) = h,lm,m,m] are obtained estimates of
the partial components of the model (MTF).

The research uses an approximation identification method [6]. The
approximation method of identification in domain time is based on the
allocation of the n-th partial component in the OMS response by constructing
linear combinations of responses to test signals with different amplitudes [6,
7].

Let at system input test signals are given successively ajx[m],
arx[m],...,anx[m] (N is approximation model order, a, ay,...,ay are different
real numbers, which satisfy the term | a;| < 1 for Vj=1,2,...,N; x[m] is arbitrary
function). Then the linear combination of the OMS responses with the
coefficients ¢; is amount to the n-th partial component of the OMS response to
the input signal x[m]. In this case, a methodical error arises in the selection of
the n-th partial component, due to the partial components of the OMS response
of higher orders n>N:
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where
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The evaluation of transient functions can be set in general as follows:

B m] = 3,[m] = 3 ¢ y(a 0[m]) =
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(6)

where Y, [m] = y(a,6[m]) — OMS response to a test signal with an amplitude
a;.

Results. To identify the OMS in the form of MTF according to the data
eye tracking program Signal Manager was created to generate test visual
stimuli on the computer monitor screen (Fig. 1). The obtained physiological
features of the OMS, in experiments on eye movement tracking, step signals
(bright dots) with different distances a; (j = 1, 2, ..., N; N is number of
experiments) from the starting position are used. Thus, visual stimuli can be
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considered as functions x;[m]= a; 6[m], where 0[m] is a unit a unit function of
avicide. With the help of an eye tracker, the responses of the OMS are
recorded, which are used to determine the MTF [8]. Signal Manager can
generate a visual test of any given complexity.

O Apaltige List generation
. Starting Active:
Slgnal Manager T e Advanced settings ——
Point display 1000 < 1000 z Generation type .
Start 2 .
Point color
Data . . The number of
pointsin one cycle
Seﬂlngs Paint type v
The number 1
Aboutprogram | | —— New list name. ———— CLoes
Directions in which
Exit ‘ | generation will occur ([ J
Use settings at star to create Create newlist
v2204.14 or choose file with signais!

Starting and test
visual stimuli

The main menu of
the program

Setting up a visual stimulus generator

Fig. 1. The interface of the program for generating test visual stimuli Signal Manager

In the studies of each respondent, three experiments were performed
sequentially for the three amplitudes a;, a;, as (N = 3) of the test signals in the
horizontal direction. The distance between the starting position and the test
stimuli is: (1/3) Ix, (2/3) Ix and (1.0) Ix, where Ix is the length of the monitor
screen. Coordinates of the starting position (x = 0, y = (1/2)ly), where Iy is the
width of the monitor screen. Experimental studies of OMS were conducted
using high-tech equipment — eye trecker TOBII PRO TX300 (300 Hz).

The experiments were organized to identify individuals based on MTF
data [9].

The OMS modeling process based on the Volterra model is shown in
Fig. 2.

Responses of the OMS and
the model at various

amplitudes of the test signals

Test Signals

Yolterra Model

Fig. 2. The OMS modeling process based on the Volterra model
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In Fig. 3 and Fig.4 OMS responses to test visual stimuli with amplitudes
a1, a; and as. in two individuals are shown that were obtained on different days
and at different times of the day.

First student responses Second student responses

o8

0.6

04

0.2

0.0

Fig. 3. 1st student's OMS responses to  Fig. 4. 2nd student's OMS responses to
visual stimuli with amplitudes visual stimuli with amplitudes
a, a, as a, a, as

According to the averaged data of OMS responses to visual stimuli (Fig.
5), the transient functions of OMS when using Volterra models of different
degree N (N =1, 2, 3) were determined. Graphs of transition functions for two
individuals based on the model at N = 1 are presented in Fig. 6, at N=2 — in
Fig. 7 and at N = 3 — in Fig. 8. As it can be seen from Fig. 6 — 8, the obtained
transient functions of the Ist order almost coincide for two individuals.
However, the diagonal intersections of the transition functions of the 2nd (Fig.
7, 8) and third (Fig. 8) orders in two individuals change significantly in size,
therefore, can be effectively used as a source of primary data in building a
system of recognition of individuals with application of machine learning.

8.0,

10 — First student e ————
—— Farst student e —

—— Second student — S5econd student

o i 0 o 4“0 E) () 0.0
frames (I) 1‘0 2‘0 framESSb 4‘0 56 6b
Fig. 5. Average responses of OMS of Fig. 6. Transition functions 1st
two students orders of two individuals
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Fig. 7. Transition functions: / — 1st; Fig. 8. Transition functions: /
2 —2nd orders of two individuals — 1st; 2—2nd; 3 — 3rd orders of two
individuals

Received responses with the help of calculations on models at N = 3 from
various amplitudes of test signals. Graphs these are presented in comparison
with similar responses OMS for premier and second of the students in Fig. 9
and 10, respectively.

—— OMS responses
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—— OMS responses
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Fig. 9. Average responses of the OMS Fig. 10. Average responses of the
and of model Volterra for N=3 of OMS and of the model Volterra for
premier student N=3 of second student

The analysis of the MTF wvariability. The variability (deviation) of
transient functions of different orders »n (n=1,2,...,N) of OMS models for N=1,

2, 3 of two individuals — the respondent #1 A’[m]and the respondent #2
AV [m]is quantified using indicators:

o,y 1S maximum deviation

I (N I (N
o,y = max i\ [m]~hy,[m], (7)
me[0,M]
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g, 1s standard deviation
1 M R R 1/2
=[—z(hf;v>[m]—h;5>[m])2j , @
M m=0
where M is the number of measurements.

Indicators of deviations of transient functions of different orders of »
models of OMS of respondents #1 and #2 for N= 1, 2, 3 are given in Table 1.

Table 1
The deviation indicators of MTF
N €1 (o & O3 €3 O3
1 0.025 0.056 - - - -
2 0.066 0.118 0.489 0.264 - -
3 0.158 0.22 0.83 0.808 1.182 0.66

Building a classifier of the individuals. For identity recognition of the
individuals based on the OMS nonlinear dynamical model conducted
researche:

— Building a feature space for designing classifier of the individe with
using machine learning.

— Classifiers construction with using statistical methods of learning the
pattern recognition based on the data obtained using eye tracking technology.

The analysis of the reliability of personality recognition in the space of
features calculated on the basis of the MTF consists in forming various
combinations of features and evaluating their informativeness based on the
classification results on the data sample under study using criteria for the
probability of correct recognition (P).

Bayesian classifier of a individuals in two-dimensional features space is
provided of the maximum recognition reliability at the combinations by the
following of the features:

{xn =min h, (m) & x,; = min A, (m,m,m)} )
or
{xn =min &, (m) & x,, = max h, (m,m)} (10)

Evaluation of the confidence index of personality recognition in the first
and second cases: P=0.974 and P=0.947, respectively.

Conclusion. Instrumental computing and software tools for building a
nonparametric nonlinear dynamic model of the human oculomotor system
based on experimental data "input-output" using innovative technology of eye
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tracking have been developed. In the future, the obtained transition functions
will be used in the construction of a system of biometric identification of
individuals. Software tools for identifying OMS in the time domain in the
form of multidimensional transition functions are implemented in the Python
IDLE programming environment.
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