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Distributed transportation systems (DTS) are evolving into large-scale cyber-physical
platforms that distribute data processing, decision-making, and control across vehicles,
infrastructure, and cloud services. While this evolution improves scalability and resilience, it
also complicates coordination, integration, and security assurance. Several key classes of
models are generalized, including loT/edge-based monitoring, forecasting, optimization,
control, and multimodal planning. Cross-sectional analysis reveals gaps in formalization. As a
unifying approach, metagraphs are proposed —a mathematical apparatus for modeling structural
and process dependencies, policies, and verification in distributed environments. Figs.: 1.
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Introduction. Modern transportation systems are evolving into
distributed cyber-physical ecosystems in which computation, data, and control
are shared among vehicles, infrastructure, edge nodes, and cloud services. While
this improves scalability and fault tolerance, it complicates real-time
coordination, the integration of heterogeneous components, and data and
process security. In intelligent transportation systems (ITS), monitoring and
control increasingly rely on loT-based architectures, telemetry streams, and
near—real-time analytics [1, 2], alongside forecasting and optimization methods
such as reinforcement learning and online optimization for dispatching, routing,
and fleet management [3, 4].

In addition, many contemporary DTS explicitly incorporate remote and
supervisory control loops, where operational decisions and corrective actions
are issued from distributed control centers or cloud platforms to vehicles and
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infrastructure components over communication networks, introducing further
requirements on latency, reliability, and policy consistency [5 — 7].

However, the literature often treats individual subproblems — traffic
prediction, demand management, multimodal transfers, and logistics
optimization — using separate formalisms, which hampers the construction of a
unified system model [8, 9]. This issue is amplified in heterogeneous
environments that combine diverse objects and abstraction levels. Although
graph models and graph-based learning are widely used, they frequently lack
explicit means to represent group dependencies, roles, policies, and component
composition [10, 11]. Security further complicates the picture due to cyber
threats, limited edge resources, privacy constraints, and the need for formal
access control and policy consistency [12, 13].

In this context, metagraphs are considered a promising integrative
formalism that extends graphs to model relationships between sets of elements,
enabling explicit representation of complex dependencies and policies [14, 15].
They have been applied to macro-level transportation modeling [16], distributed
computation analysis [17], and, more recently, to policy verification and secure
mobile and edge architectures [18-20]. Modern transportation systems are
becoming distributed cyber-physical ecosystems, improving scalability but
complicating coordination and security. ITS depend on loT, data analytics [1,
2], and advanced optimization methods [3, 4].

Research mostly solves subproblems like prediction and optimization in
isolation, hindering unified models [8, 9]. Graph models are common but rarely
capture group dependencies or policies [10, 11]. Security is challenged by
threats and resource limits [12, 13].

Metagraphs extend graphs to represent complex relationships and policies
[14, 15]. They are applied in transport modeling [16], distributed systems [17],
and policy verification [18-20].

The publication aims is to systematize models of distributed
transportation systems and their associated requirements — functional,
computational, and security-related — and to substantiate the adoption of
metagraphs as a unifying mathematical formalism for the formalization,
analysis, and implementation of such systems. The objectives of the study are

to:
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— summarize the principal families of models and approaches in ITS —
including loT-based monitoring, forecasting, optimization and control,
multimodality, and digital twins — and identify common limitations in their
formalization;

— define the requirements for a unified formalism from a computer
systems  perspective, encompassing component composition, data
interoperability, distributed execution, observability, and scalability;

— analyze the security dimension — including access policies, rule
consistency, threats, and resource constraints — and demonstrate the necessity
of formal verification;

— demonstrate that metagraphs can serve as a unified representation for
structure, processes, and policies in distributed transportation systems, thereby
establishing a foundation for further research on mathematical models and
operators based on metagraphs.

Models of Distributed Transportation Systems. A distributed
transportation system (DTS) is a multi-layer network of resources,
infrastructure, digital services, and control mechanisms. Data collection,
decision-making, and execution are distributed across vehicles, infrastructure,
dispatch centers, logistics hubs, and edge/cloud platforms. In modern ITS,
monitoring and control rely on 10T architectures and near—real-time analytics
[1, 2], while planning and optimization use learning-based methods, online
optimization, and reinforcement learning [3, 4].

A key property of DTS is decentralized coordination through data
exchange and consistent policies, improving scalability and fault tolerance over
centralized schemes. Distribution requires data interoperability, real-time
consistency, and correctness despite delays or partial node availability [8, 11].
Effectiveness depends on both prediction/optimization quality and integration
of heterogeneous components [21, 22].

DTS can be modeled as compositions of interacting submodels:
infrastructure/environment  topology [23], resources/actors [24], data
flows/observability [8], control/policies [3, 25], and multimodal integration [26,
27]. DTS involve heterogeneous entities and relations of varying arity, including
set—set relations for policies, group constraints, and collective actions. This

demands a formalism that compactly expresses multi-party dependencies,
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supports hierarchical abstractions, and enables consistency and security analysis
[14, 15].

Modern ITS and distributed platforms are heterogeneous systems of
systems, integrating sensing, analytics, optimization, and service mechanisms
(MaaS, dispatch, digital twins). Observability models define what data are
collected and how they move across 10T, edge, and cloud, focusing on reliability
and consistency [1, 2]. Forecasting relies on spatio-temporal, graph-based, and
meta-learning models [28, 8, 10, 9], which often capture correlations, not
explicit roles or policies.

Optimization and control models address routing, dispatch, fleet
management, multimodal balancing, and incidents. Modern methods combine
classical and learning-based optimization, supporting uncertainty and partial
observability [3, 4, 25]. Multimodal planning increases heterogeneity, with
routes spanning modes and constraints [26, 27]. Digital-twin and integration
models require consistent component descriptions and end-to-end
controllability [21, 22, 11].

Despite progress, integrating these model families into a coherent DTS
exposes a persistent formalization gap. Most lack a unified apparatus for
structure, heterogeneity, group constraints, distributed composition, and
security analysis. Further challenges: supporting hierarchical abstraction [16,
29], distributed/subgraph execution [2, 17], real-time consistency under streams
[1, 8], and formal security/access control [12, 13, 18-20]. Integrating
ML/optimization into certifiable, policy-aware architectures is also difficult [10,
9,3].

These gaps show the need for a unified formalism supporting higher-arity
relations, hierarchical abstractions, distributed execution, real-time consistency,
and security. Metagraphs are a promising candidate, naturally representing set
relations and enabling formalization of structure, process, and policy in DTS
[14, 15, 18].

Metagraphs as a Formalism for Modeling and Analysis of DTS.
Metagraphs generalize classical graphs by enabling relationships between
subsets of elements, thereby supporting group interactions and policy
constraints in complex systems [14, 15]. Formally, a metagraph is defined as
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S = (X,E),

where X is the set of elements (the generating set) and E is the set of metaedges.
Each metaedge e = (V,, W, ), with V,, W, < X, encodes a directed relationship
between the input set V, and the output set W,. This framework naturally
represents policies, control conditions, and resource constraints in distributed
systems [18, 20].

In distributed transportation systems, such relations arise when outcomes
depend on combinations of conditions, for example in multimodal transfers or
coordinated control scenarios [11, 19]. Metagraphs therefore provide a unified
language for structural and policy modeling in DTS.
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(a) Classical Graph (b) Hypergraph (c) Metagraph
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(va = vp) (set of vehicles) interaction

Fig.1. Conceptual comparison of topological models for DTS.

Ilustrative comparison. To clarify the unifying role of metagraphs,
consider the following conceptual comparison. A classical graph represents a
transportation network through pairwise relations, for example a connection
from location A to location B. A hypergraph extends this view by modeling
group interactions, such as a set of vehicles jointly occupying a road segment.
A metagraph, in contrast, explicitly captures policy-governed relations between
sets of entities. For instance, it can represent that a set of vehicles V; = {v,, v, }
Is granted access to a city-center zone V, only if specific conditions (e.g.,
emission class or time-based restrictions) are satisfied, with such conditions
encoded as attributes of the corresponding metaedge (Fig. 1).

This capability goes beyond pure topology and enables the integration of
structural, operational, and regulatory aspects within a single formal model.
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Conceptual comparison of topological models for DTS. (a) Graphs
capture pairwise connectivity. (b) Hypergraphs capture group relations. (c)
Metagraphs capture policy-governed directed interactions between sets.

In this formulation, access is not merely a structural relation but a
conditional interaction between sets of entities governed by system-level rules.
This example illustrates why metagraphs act as a unifying formalism: they
subsume graph- and hypergraph-based representations while integrating
structure, processes, and policies within a single mathematical model for
distributed transportation systems.

System behavior is analyzed through metapaths — sequences of metaedges
— which enable reachability and workflow analysis, as well as the detection of
policy conflicts [14, 15, 18]. Metagraphs can further be extended with weights,
temporal attributes, or resource constraints, supporting optimization and
security analysis [16, 12]. Matrix-based representations enable formal
algorithmic analysis and have proven useful in macro-level transportation
studies, including flow assessment and bottleneck detection [14 — 16].

Overall, metagraphs provide a concise and expressive formalism for
modeling complex relations and constraints in distributed transportation
systems, while remaining compatible with optimization- and learning-based
approaches [14, 15, 10, 9, 17].

Security and Policies in Distributed Transportation Systems.

Security in distributed transportation systems (DTS) covers both data
protection and the integrity of control actions, even in the face of failures or
attacks. As DTS integrate vehicles, infrastructure, edge, and cloud, the attack
surface is broad [11, 2]. Studies reveal vulnerabilities like anomalous node
behavior, resource exhaustion, and telemetry compromise [12].

Key threats in DTS include:

— data compromise: telemetry manipulation, sensor spoofing, and
distortion of time/location, leading to incorrect predictions and actions [1, 12];

— availability attacks: overload of links, edge nodes, or services,
disrupting real-time operation [11, 2];

— control-plane  compromise: interception or manipulation of
dispatch/routing commands, impacting safety and stability [12, 13];
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— privacy violations: leakage of data, route tracing, and deanonymization
in MaaS/logistics [13];

— policy conflicts: inconsistent rules or misaligned policies, enabling
unintended access or denial of operations [18, 19].

DTS security requirements combine classical CIA properties with
domain-specific constraints:

— integrity of data and control commands;

— availability of services under load and attack;

— confidentiality of personal/operational data;

— authentication and authorization across domains;

— auditability and accountability of decisions;

— fail-safe behavior and isolation of compromised components [11, 12].

A major challenge is policy specification and coordination: many
incidents result from inconsistent or misaligned policies, not missing
cryptography [18, 19]. This is especially acute in DTS, where multiple trust
domains and dynamic contexts exist.

Metagraphs provide a natural formalism for modeling security policies,
relating sets of subjects, resources, and conditions to permitted actions or
outcomes. A metaedge e = (V, W) links contextual conditions with allowed
operations [14, 15]. These models are widely used for policy consistency
analysis and detection of unintended access paths, including in transportation
[18].

Within DTS, metagraphs support analysis of:

— policy consistency: detection of contradictory rules under identical
conditions;

— reachability and isolation: identification of authorized or unauthorized
paths to critical resources;

— cross-domain conflicts: alignment of local (vehicle/edge) and global
(operator/cloud) policies under changing contexts;

— containment: can compromised components affect critical control
loops? [18, 11].

Metagraph-based policy models are compatible with established access-
control paradigms, including ACL, RBAC, and ABAC, and enable system-level
reasoning about conditions, permissions, and consequences of actions. In
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edge/loT and microservice-based architectures, such representations support
automated configuration validation and reduce policy-related errors [19, 20, 30,
5, 31].

In this context, attributive metagraphs have also been applied to the
security assessment of loT-based information systems, where standardized
vulnerability metrics are used to evaluate the impact of cyber threats on
components of distributed control and monitoring systems [30, 5, 31]. For
distributed transportation systems, this implies that access-control and security
policies can be treated as first-class elements of the overall system model rather
than as isolated configuration artifacts.

Security in DTS requires coordinated protection of data, control,
availability, and policies. Correctness and consistency of interaction rules are as
critical as channel security. Metagraphs offer a unified formalism for policy
modeling and structural verification in DTS [18, 14, 15].

Discussion, Generalization, and Open Research Directions. The paper
shows that modern distributed transportation systems (DTS) integrate several
tightly coupled loops: 10T/edge/cloud-based observation and monitoring; state
and flow forecasting; optimization and control (including online optimization
and reinforcement learning); multimodal service integration, and security
mechanisms and policies. Applied studies report substantial progress in real-
time monitoring and control [1, 2], learning-based fleet and flow management
[3, 4], and graph-based machine learning for transportation tasks [10, 9].
However, integrating these loops into a coherent DTS remains challenging due
to formalization limits caused by heterogeneous entities, higher-arity
dependencies, and the need for consistent system-wide policies.

Open Problems and Research Gaps. The following issues remain open
and are critical for advancing DTS as transportation computer systems.

Current practice separates network structure, telemetry and data models,
control logic, and security policies. This separation complicates consistency
verification and reachability analysis. A unified formal framework capable of
integrating these aspects is still insufficiently developed [14, 15, 18].

Graph-based ML and hypergraph models are widely used as effective
approximations of transportation dynamics [10, 9, 32]. Yet, their integration into
systems with strict constraints, security policies, and auditability requirements
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remains unresolved. Methods are needed to align ML-driven decisions with
formal constraints and access policies [11, 13].

Since DTS are inherently distributed, any formalism must support
decomposition and efficient execution. Control and analysis tasks must
explicitly account for bandwidth, latency, and energy constraints at the edge [2].
Subgraph-oriented computation paradigms offer promising scalability, but
require precise models of communication and interaction costs [17].

Table 1
Model families in DTS
Model family | Typical tasks Typical limitations Metagraph
(integration perspective) | contribution +
sources
loT/edge/clou | Sensing, Heterogeneous data, Set-based
d monitoring | aggregation, latency/resource limits, | components,
awareness weak policy links flows; policy
reachability [1, 2,
14]
Spatio- Traffic prediction, | Correlations, not Formal
temporal anomaly detection, | policies; limited constraints; ML
forecasting demand traceability as approximation
(graph/ML) forecasting [28, 10, 15]
Optimization | Dispatching, Hard to encode multi- Metagraph
and control routing, fleet actor constraints; encodes
(incl. RL/onli | control, implementation issues constraints/action
ne) optimization S; supports
decomposition
[3, 4, 17]
Multimodal Multimode Complex constraints Set-set encoding
planning and | routing, transfer often ad hoc for
transfers validation, transfers/compos
integration itions [26, 27,
14]
Security and | Access, integrity, Policy conflicts, config | Metagraph for
policies secure errors, no global policy/conflict
coordination verification analysis [30, 5,
31,12, 18, 19]
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Table 1 (Continued)

loT-based Formalization of Transferability to DTS Policy-oriented
information security requires alignment of security
system requirements and roles, trust domains, and | modeling in
security mechanisms for policies across loT/edge
model loT-oriented components environments
systems [31, 30]
Set-based Representation of | Simple graphs encode Core of
relations / relations between | only pairwise links; loss | metagraphs: S =
higher-arity setsV € X and of group semantics; (X,E), e =
links W < X; constraints | complex policy (V, W); matrix-
and policies composition based analysis
[14-16]

DTS security depends not only on protecting data and control loops, but
also on maintaining policy consistency across multiple trust domains [12, 11].
Open challenges include formal analysis of policies under dynamic conditions
(incidents, network degradation, changing resource availability) and scalable
automated configuration verification [18, 19].

As shown in Table~1, existing model families in distributed transportation
systems address specific tasks but exhibit integration and formalization gaps
that can be systematically mitigated using metagraph-based representations.

Multimodal transportation introduces layered dependencies between
transport modes, tariffs, time windows, and infrastructure availability [27, 26].
Building models that simultaneously support full multimodality, integration of
incomplete planners, and formal consistency analysis remains an open problem.

Design Recommendations for DTS as Computer Systems. Based on the
review, the following design rules are recommended:

— separate structural, process, and policy layers, while linking them
through a shared formal representation [14, 15];

— explicitly model context (conditions, constraints, roles, trust domains)
as part of the system model rather than as external configuration [18, 11].

— design for distributed execution (edge/cloud) with controlled
boundaries between submodels and communication costs [2, 17].

— integrate ML and optimization as decision modules operating within
formal constraints and policies, ensuring traceability and auditability [10, 3].
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— Embed security by design into interaction models, including
consistency checks and analysis of undesirable reachable states [12, 19].

Conclusions and Future Work. Distributed transportation systems,
viewed as transportation computer systems, require joint consideration of
structural heterogeneity, environmental dynamics, control optimization loops,
and security policies. Existing approaches (loT/edge architectures, forecasting,
GNNs, RL, robust optimization) are effective in isolated settings, but leave open
the challenges of unified representation and formal verification. Metagraphs
constitute a promising formalism for capturing multi-party dependencies and
policies, making them a relevant foundation for further advances in the analysis
and design of DTS [14, 15, 18].

A key direction for future research is the development of comprehensive
metagraph-based models of distributed transportation systems, enabling the
integrated representation of structure, processes, and policies. Such models
would support formal analysis of consistency, security, and reachability,
facilitate decomposition for distributed and edge-based execution, and provide
a principled framework for embedding optimization and learning components
within policy-aware and verifiable system architectures.
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YK 004.056:656.1

MopeoBaHHsI PO3MOJiTeHNX TPAHCIOPTHHX CHCTEM Ha oOCHOBi Mertarpadis:
Mojesi, moaiTuku Ta Oe3mexa / Muymka O.B., CaBuenko B.M. IloBopo3niok A.lL. //
Bicauk HTY "XIII". Cepist: Indhopmaruka ta MmonemtoBanus. — Xapkis: HTY "XIII". — 2026. —
Ne 2 (16). — C. 126 — 140.

Posnonineni tpancnopthi cucremu (PTC) meperBoproroThbcsi Ha BeIMKOMACIITaOHI
Kibephizugni 1maThopmu, sAKi 3a0e3MedyroTh PO3MONUICHHS OOpPOOKM NaHWX, yXBaJICHHS
pillleHp 1 KepyBaHHS MK TpPAaHCHOPTHHMH 3ac00aMy, iH(QPACTPYKTYpOIO Ta XMapHUMH
cepicamu. [Tonpu 3pocTaHHs MacIITaOOBaHOCTH Ta CTIMKOCTH, e yCKJIaAHIOE KOOPAUHALIIO,
iHTerpanito W 3abe3neueHHs Oe3MeKd. Y3arajlbHEHO OCHOBHI KJIAaCH MOJEJIeH, 30KpemMa Ha
ocHOBi loT/edge-TexHOmMOriii: MOHITOPHHT, IMPOTHO3YBAaHHS, ONTHUMI3aIlisi, KepyBaHHSI Ta
MYJIbTH-MOJANbHE TUIaHyBaHHs. [lonepednuil aHasi3 BUSBIAE NPOTraMH Y Gopmaizamii. Sk
yHI(pIKOBaHUH MiIXi 3aIIPOTIOHOBAHO BUKOPUCTAHHS MeTarpaiB — MaTEeMaTHIHOTO amapaTy
JUISL MOJICJIIOBAHHSI CTPYKTYPHHMX 1 NMPOLECYAJIbHUX 3aJIe)KHOCTEH, MOJITHUK 1 MEpeBipKU Y
posnoxinenux cepenopumax. n.: 1. biomiorp.: 32 Ha3B.

KoarouoBi cioBa: po3mojisieHi TPaHCIIOPTHI CHCTEMH; IHTENEKTYalbHI TPaHCHOPTHI
cucTeMU; niepudepiiiHi 00YncIeHHs; [HTepHeT pedell; onTHMi3allis Ta KepyBaHHS; HAaBYaHHS Ha
rpadax; merarpad; MONITUKA OC3MeKH

UDC 004.056:656.1

Metagraph-Based Modeling of Distributed Transportation Systems: Models,
Policies, And Security / Mnushka O.V., Savchenko V.M., Povoroznyuk A.l. // Herald of
NTU "KhPI". Series: Informatics and modeling. — Kharkov: NTU "KhPI" — 2026. — Ne 2. —
P. 126 — 140.

Distributed transportation systems (DTS) are evolving into large-scale cyber-physical
platforms that distribute data processing, decision-making, and control across vehicles,
infrastructure, and cloud services. While this evolution improves scalability and resilience, it
also complicates coordination, integration, and security assurance. Several key classes of
models are generalized, including loT/edge-based monitoring, forecasting, optimization,
control, and multimodal planning. Cross-sectional analysis reveals gaps in formalization. As a
unifying approach, metagraphs are proposed — a mathematical apparatus for modeling structural
and process dependencies, policies, and verification in distributed environments. Figs.: 1.
Refs.: 32 titles.

Keywords: distributed transportation systems; intelligent transportation systems; edge
computing; Internet of Things; optimization and control; graph learning; metagraph; security
policies
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