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BUILDING A CLASSIFIER IN THE PERSONALITY 
RECOGNITION SYSTEM BASED ON EYE TRACKING DATA 

 
Identification systems that use biometric characteristics to solve the problem of access 

to information systems are becoming more common. The article proposes a new method of 
biometric identification of computer systems users, based on the determination of the integral 
Volterra model of the human oculo-motor system (OMS) according to experimental research 
"input-output" using innovative eye tracking technology. With the help of the Tobii Pro 
TX300 eye tracker, the data of OMC responses to test visual stimuli were obtained, displayed 
as bright dots on the computer screen at different distances from the start position in the 
"horizontal" direction. Based on the data obtained, the transition functions of the first, second 
and third orders of the OMS for two people were determined. To construct a personality 
classifier, the informativeness of the proposed heuristic features, determined on the basis of 
the transition functions in terms of the probability of correct recognition (PCR), is 
investigated. Pairs of features are established that are resistant to computational errors and 
have a high PCR value – in the range 0.92 – 0.97. Fig.: 8. Tabl.: 5. Refs.: 30 titles. 

Keywords: biometric identification; personality recognition; Volterra model; oculo-
motor system; eye tracking technology; informativeness of features; classification. 

 
Introduction. Identification systems that use biometric characteristics of 

a person to solve the problem of access to information systems are becoming 
more widespread. By and large, there are several biometric traits that can be 
used for the recognition of the individuals: physiological, behavioral, and soft 
biometric traits [1]. In practice, the following biometric methods are used: the 
fingerprint recognition, a human image, the iris, the retina – those features that 
are typical for the body of the individual – physiological traits. Biometric 
technology is very reliable and user-friendly. But most often only some of the 
biometric characteristics used to identify the user are considered such as ear 
detection [2], finger vein and face recognition [3 – 5]. Fingerprint, iris – all of 
this may not be enough for reliable protection. Moreover, these identification 
approaches can be technically violated by creating a model of a finger or retina 
using holographic methods. Therefore, a biometric technology was proposed 
that identifies a person by individual eye movements [6 – 8] – behavioral 
traits. This form of identification is particularly resistant to counterfeiting due 
to the complex eye movement patterns produced by the brain. 

Research development trends show that the use of the eye-tracking 
technology has proliferated recently. Eye-trackers are a popular tool for 
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studying cognitive, emotional, and attentional processes in different 
populations and participants of all ages, ranging from infants to the elderly [9, 
10]. One of the themes eye movement measures are applied to is individual 
differences [11]. Anatomical biometric recognition is widely used in many 
civilian and government applications, within well-tested biometric parameters 
[12, 13]. When tracking eye movements, it is suggested to spot two 
characteristics of the eye. The first is to fix the eye at a certain point on the 
display. The second is the moment of eye movement when moving the gaze 
from one point to another. The computer evaluates the data obtained and 
determines the unique characteristics for each case, i.e. for each person, 
including the work of the muscles of the eyeball [14 – 22]. 

The article [23] proposes a new method of biometric identification of 
computer systems users, based on the Volterra integral model determination of 
the human oculomotor system (OMS) according to the experimental study 
"input-output" using innovative eye tracking technology. Computational 
instrumental and software tools for OMS identification have been developed, 
based on the use of test visual stimuli, which are displayed on a computer 
monitor. The responses to these stimuli are recorded by a special device – an 
eye tracker. In [24], based on experimental data obtained with the TOBII PRO 
TX300 eye tracker, a nonparametric OMS model was built in the form of 
transient functions of the first h1(m) and diagonal sections of the second 
h2(m,m) and third orders h3(m,m,m) orders. The resulting transition functions 
are used to construct the space of features that are used to classify two 
individuals [25]. 

The purpose of this study is to increase the reliability of personality 
recognition using nonparametric nonlinear dynamic models (Volterra models) 
of the human oculomotor system when constructing the space of features. 

The object of the research is the process of biometric identification of a 
person based on eye tracking data. The subject of the research is the 
computational and software tools for the formation of the feature space and the 
construction of the classifier of individuals based on the results of OMS 
“input-output” identification based on the Volterra model using the eye 
tracking technology. 

OMS model as multidimensional transient functions (MTF). The 
research uses an approximation identification method, which is based on the 
allocation of the n-th partial component in the OMS response by constructing 
linear combinations of responses to test signals with different amplitudes [26 – 
27]. 

Let at system input test signals are given successively a1x[m], 
a2x[m],…,aNx[m] (N is approximation model order, a1, a2,…,aN  are different 
real numbers, which satisfy the term |aj|£1 for "j=1,2,...,N; x[m] is arbitrary 
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function). Then the linear combination of the OMS responses with the 
coefficients cj is amount to the n-th partial component ][ˆ myn

 of the OMS 
response to the input signal x[m]. In this case, a methodical error arises in the 
selection of the n-th partial component, due to the partial components of the 
OMS response of higher orders n > N: 
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 where ],...,[ mmhn  is a diagonal section of the discrete transient function of 
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in these parts wn[k1,…,kn] is a Volterra kernels of the n-th order; m is a discrete 
time variable;  ])[(][ maymy ja j

q=  – OMS response to a test signal with an 
amplitude aj, θ[m] is a unit function (Heaviside step function); herewith, сj is 
real coefficients such that 

bcA =N ,                                                   (3) 
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and 1=lb  at nl =  and 0=lb  at nl ¹ , },,2,1{ Nl KÎ" . 
In the studies of each respondent, three experiments were performed 

sequentially for the three amplitudes a1, a2, a3 (N=3) of the test signals in the 
horizontal direction. The distance between the starting position and the test 
stimuli is: (1/3)lx, (2/3)lx and (1.0)lx, where lx is the length of the monitor 
screen. Coordinates of the starting position (x = 0, y = (1/2)ly), where ly is the 
width of the monitor screen [28, 29].  

According to the averaged data of OMS responses to visual stimuli (Fig. 
1), the transient functions of OMS when using Volterra model of degree N = 3 
were determined. Graphs of the first, second and third order transition 
functions for two persons are shown in Fig. 2, Fig. 3. and Fig. 4, respectively.  
As seen from Fig. 2 - Fig. 4, the obtained transition functions for two persons 
change significantly in values, therefore they can be effectively used as a 
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source of primary data when building a recognition system for individuals 
using machine learning. 

 

 
Fig. 1. Average responses of OMS of two individuals 

 
Fig. 2. Transient functions 1st orders of two individuals 
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Fig 3. Transient functions 2nd orders of two individuals 

 
Fig. 4. Transient functions 3rd orders of two individuals 

 
Formation of the features space based on MTF of the OMS. For identity 

recognition of the individuals based on the OMS nonlinear dynamical model 
conducted researche: 

– Building a feature space for designing classifier of the individe with 
using machine learning. 

– Classifiers construction with using statistical methods of learning the 
pattern recognition based on the data obtained using eye tracking technology. 

The discriminant function d(x) of the Bayesian classifier is sequentially 
calculated based on training datasets for object classes Ω1 (Individual #1 – 22 
measuring), Ω2 (Individual #2 – 16 measuring). To separate the two classes 
(dichotomy case) a discriminant function of the form is used: 
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where x = (x1,x2,…,xn)' – features vector, n – features space dimensionality, mi 
– mathematical   expectation   vector   for   a   features    of   class  i, i = 1, 2; 
Si = M[(x-mi)(x-mi)'] – covariance matrix for class i (M[ ] – mathematical 
expectation operation). 1S-

i  – matrix inverse to Si, |Si| – matrix determinant Si, 
lmax – classification threshold providing the highest criterion probability of 
correct recognition (PCR) training sample objects. 

The paper investigates the informativeness of the following feature 
space, formed on the basis of the transient functions of the first, second, and 
third orders of the third degree Volterra model (N = 3). A formal description of 
the features is described in Table 1 – Table 4. 

Table 1 
Investigated heuristic features – integral of the transient functions 

 

# Features Formal definition 

1 x1 å
=

=
M

m
mhx

1
11 )(  

2 x2 å
=

=
M

m
mmhx

1
22 ),(  

3 x3 å
=

=
M

m
mmmhx

1
33 ),,(  

Table 2 
Investigated heuristic features – the argument and value at maximum derivative of the 

transient functions 
 

# Features Formal definition 
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Table 3 
Investigated heuristic features – the argument and value at minimum derivative of the 

transient functions 
 

# Features Formal definition 
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Table 4 

Investigated heuristic features – the argument and value at the maximum transient 
response 

 

# Features Formal definition 

1 x16 m
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m
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3 x18 m
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Results of the research. Results of the informativeness studies of 

features from Tables 1 - 4 are presented below. The analysis of the reliability 
of personality recognition in the space of features calculated on the basis MTF 
consists in forming various combinations of features and evaluating their 
informativeness based on the classification results on the data sample under 
study using criterion PCR. Thus, all possible pairs of features were 
investigated by the exhaustive search method. For studies of the 
informativeness, the features presented in the tables 1 - 4 are used. 
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Bayesian classifier of individuals in two-dimensional features space is 
provided of the maximum recognition reliability (P) at the combinations by 
the following of the features: 
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yields the PCR P=0.9211; 
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yields the PCR P=0.9474; 
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yields the PCR P=0.9737. 
For the task of analysing robustness of feature spaces informativeness, 

random samples from Gaussian distribution were created where the standard 
deviation of the distribution is equal to the product of the average of a feature 
vector and level noise (1 and 5 %). The results of robustness analysis are 
shown in Table 5 and Fig. 5. 
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Thus, these features provide robustness both at small and large noise 
rates. 

The location of the objects of the training sample in the space of features 
yielding the best results is shown in Fig. 6 – Fig. 8. 

 
Table 5 

Values of PCR (%) for feature spaces at different noise level 

Noise 
level, % x10, x14 x6, x10 x6, x14 x8, x10 x10, x16 x10, x18 x10, x20 x10, x19 

0 97.37 94.74 92.11 92.11 92.11 92.11 92.11 92.11 
1 97.37 96.05 90.35 92.11 91.67 92.98 92.11 89.47 
5 92.98 91.23 82.89 88.6 89.47 92.11 90.35 90.79 

 
 

 
Fig. 5. Informativeness of features sets under the influence of different 

noise level 
 

The most noise-robust feature spaces are as follows: 
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Fig. 6. The location of the objects of the training 

set in the space of features x10 and x14 

 
Fig. 7. The location of the objects of the training 

set in the space of features x10 and x18 

 
Fig. 8. The location of the objects of the training 

set in the space of features x10 and x20 
 
Conclusion. A new method of biometric identification is proposed 

formed on the determination of integrated Volterra models of the human OMS 
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based upon experimental research "input-output" using innovative eye tracking 
technology. There is data of two respondents applied in experimental studies. 
More individuals' data will be involved in future study to expand the research 
base. 

The first, second and third orders transition functions of the OMS were 
determined based on the data received using the Tobii Pro TX300 eye tracker 
[30]. Since there is a substantial difference between the diagonal intersections 
of the second and third order transition functions of two individuals, they can 
be used for feature space forming to build statistical classifiers for identity 
recognition. As a result, a pair of features was selected that are resistant to 
computational errors, which gives a high result of the probability of correct 
recognition. 
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УДК 681.5.015.52 

Побудова класифікатора в системі розпізнавання особистості на 
основі даних айтрекінга / Чорі В.В., Шаманіна Т.В., Павленко В.Д. // Вісник 
НТУ "ХПІ". Тематичний випуск: Інформатика і моделювання. – Харків: НТУ 
"ХПІ". – 2021. – № 2 (6). – С.  44– 58. 

У статті пропонується новий метод біометричної ідентифікації 
користувачів комп'ютерних систем, що ґрунтується на визначенні інтегральної 
моделі Вольтерри окуло-моторної системи (ОМС) людини за даними 
експериментального дослідження "вхід-вихід" з використанням інноваційної 
технології айтрекінгу. За допомогою айтрекера Tobii Pro TX300 отримані дані 
відгуків ОМС на тестові візуальні стимули, що відображаються у вигляді 
яскравих точок на екрані монітора комп’ютера на різних відстанях від стартової 
позиції у напрямку "по горизонталі". На основі отриманих даних визначено 
перехідні функції першого, другого та третього порядків ОМС для двох осіб. 
Для побудови класифікатора особистостей досліджується інформативність 
запропонованих евристичних ознак, що визначаються на основі багатовимірних 
перехідних функцій, за показником вірогідності правильного розпізнавання 
(ВПР).  Встановлено пари ознак, стійких до обчислювальних похибок, які 
мають високий показник ВПР – в інтервалі 0,92 - 0,97. Іл.: 8. Табл.: 5. Бібліогр.: 
30 назв. 

Ключові слова: біометрична ідентифікація; розпізнавання особистості; 
модель Вольтерри; окуло-моторна система; технологія айтрекінга; 
інформативність ознак; класифікація. 
 
УДК 681.5.015.52 

Построение классификатора в системе распознавания личности на 
основе данных айтрекинга / Чори В.В., Шаманина Т.В., Павленко В.Д. // 
Вестник НТУ "ХПИ". Тематический выпуск: Информатика и моделирование. – 
Харьков: НТУ "ХПИ". – 2021. – № 2 (6) . – С. 44 – 58. 

В статье предлагается новый метод биометрической идентификации 
пользователей компьютерных систем, основанный на определении 
интегральной модели Вольтерры окуло-моторной системы (ОМС) человека по 
данным экспериментального исследования "вход-выход" с использованием 
инновационной технологии айтрекинга. С помощью айтрекера Tobii Pro TX300 
получены данные откликов ОМС на тестовые визуальные стимулы, 
отображаемые в виде ярких точек на экране монитора компьютера на разных 
расстояниях от стартовой позиции в направлении "по горизонтали". На основе 
полученных данных определены переходные функции первого, второго и 
третьего порядков ОМС для двух человек. Для построения классификатора 
личностей исследуется информативность предложенных эвристических 
признаков, определяемых на основе переходных функций по показателю 
вероятности правильного распознавания (ВПР). Установлены пары признаков, 
устойчивых к вычислительным погрешностям и имеющим высокий показатель 
ВПР – в интервале 0,92 - 0,97. Ил.: 8. Табл.: 5. Библиогр.: 30 назв. 
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Ключевые слова: биометрическая идентификация; распознавание 
личности; модель Вольтерры; окуло-моторная система; технология айтрекинга; 
информативность признаков; классификация.  

 
UDC 681.5.015.52 

Building a classifier in the personality recognition system based on eye 
tracking data / Chori V.V., Shamanina T.V., Pavlenko V.D. // Herald of the 
National Technical University "KhPI". Subject issue: Information Science and 
Modelling. – Kharkov: NTU "KhPI". – 2021. – №. 2 (6). – P. 44 – 58. 

The article proposes a new method of biometric identification of computer 
systems users, based on the determination of the integral Volterra model of the human 
oculo-motor system (OMS) according to experimental research "input-output" using 
innovative eye tracking technology. With the help of the Tobii Pro TX300 eye 
tracker, the data of OMC responses to test visual stimuli were obtained, displayed as 
bright dots on the computer screen at different distances from the start position in the 
"horizontal" direction. Based on the data obtained, the transition functions of the first, 
second and third orders of the OMS for two people were determined. To construct a 
personality classifier, the informativeness of the proposed heuristic features, 
determined on the basis of the transition functions in terms of the probability of 
correct recognition (PCR), is investigated. Pairs of features are established that are 
resistant to computational errors and have a high PCR value - in the range 0.92 - 0.97. 
Fig.: 8. Table: 5. Bibliography: 30 items. 

Keywords: biometric identification; personality recognition; Volterra model; 
oculo-motor system; eye tracking technology; informativeness of features; 
classification. 

 
 
 


